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1

Introduction

”Secure IT systems are characterized in that the security management
needed for security measures concerning the infrastructure, organization,
human resources and technology, examined by an independent body and
confirmed by a system security certificate.” 1
1.1

Trusted Site Security (TSS) and Trusted Product Security (TPS)

Bearing this definition in mind, TÜViT has developed the evaluation
method known as
Security Qualification (SQ)
for the testing and certification of complex IT systems and products.
Security Qualification (SQ) is now included in the TÜViT Trusted
Certification Program as a standardized procedure in the form of


Trusted Site Security (TSS) for IT systems and



Trusted Product Security (TPS) for IT products.

This evaluation method makes it possible to examine IT systems and IT
products as targets of evaluation (TOE) in a suitable way, taking their
varied nature, complexity and dynamics particularly into consideration.
The method is based on the CESG Tailored Assurance Service (CTAS) of
the British CESG. 2
When ensuring the suitability and quality of complex IT systems and IT
products, a range of technical and infrastructure-related, organizational
and human resources actions must be taken. The Trusted Site Security /
Trusted Product Security evaluation method concentrates on the technical
and procedural security of systems and products. Additional procedures
from the TÜViT Trusted Certification Program are also available.

1

National Plan for Information Infrastructure Protection (NPSI), Issue July 2005, Page 22 (freely
translated)
2
The National Technical Authority for Information Assurance
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Security Qualification (SQ) is characterized by a systematic, engineeringbased procedure, which offers considerably greater flexibility than is
provided, for example, by the simple filling-in of checklists. This means
that it can be used over a wide spectrum - from relatively simple
individual products up to highly-complex networks for very varied
applications.
IT systems and IT products which have been successfully evaluated
based on the Security Qualification (SQ) evaluation methodology can be
awarded a certificate which entitles the holder to make use of the Trusted
Site Security (TSS) or Trusted Product Security (TPS) test marks. The
individual evaluation criteria of the SQ must be fulfilled in order to achieve
this. Depending on the particular application and the desired level of trust,
the evaluation criteria include


setting of technical security requirements,



requirements regarding architecture and design,



a review of the development processes,



installation and operating rules,



vulnerability analysis and penetration tests,



an inspection of the source code that is used and



requirements regarding suitable change management.

1.2

Area of Application

Because of its structure, SQ is suitable for evaluation and certification of
a wide variety of IT systems and products. The range extends from simple
software components through firewall solutions and web applications up
to widely-spread networks, and can cover many different technologies.
Figure 1 shows the areas of application of the SQ
method. In the evaluation phase of IT products or IT
relevant security standards and best practices in
evaluation criteria of the SQ – depending on the
assurance level (SEAL) for certification.
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Figure 1: Sample scope of SQ

Within the framework of SQ, the security-related properties of an IT
system or IT product - and also procedural aspects which support these are evaluated. The SQ does not focus on organizational, infrastructural or
structural aspects. In relation to availability, the ability to withstand
damaging technical attacks such as Denial of Service is examined, but
not restorability and redundancy.
Evaluation of IT products and systems is based on the relevant directives ,
standards and best practices alongside the evaluation criteria, depending
on the use and nature of the individual IT system and IT product. In
addition, the different applications vary when it comes to precise
determination of the technical security requirements. Predefined
protection profiles can be used, but if none of the existing protection
profiles are suitably, the technical security requirements are determined
on an individual basis.

Security Qualification (SQ) - Service Description
Version 3.0, 2018-01-15
© TÜV Informationstechnik GmbH

Page 3 | 17

1.3

Security Assurance Level of Certification

The evaluation criteria are based on the life cycles of IT systems and IT
products. The level of trustworthiness rises depending on how many
requirements are fulfilled in the individual phases of an IT system or IT
product. This is reflected in the Security Assurance Levels (SEA L) shown
below.
Security Assurance
Level

Description

SEAL-1

Security requirements are specified

SEAL-2

Security requirements are specified and tested

SEAL-3

In addition to SEAL-2:
Evaluation of
 the architecture and the design for IT systems
and IT products

SEAL-4

In addition to SEAL-3:
Evaluation of
 installation and operation in the case of IT
systems or
 operating rules for IT products and
 source code analysis for IT products

SEAL-5

In addition to SEAL-4:
 Evaluation of change management system

Table 1: Security Assurance Level (SEAL)
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SEAL-1

x

SEAL-2

x

Change Management

Vulnerability Analysis &
Penetration Tests

Installation and
Operation

Architecture and Design

Technical Security
Requirements

Certifiable

Security Assurance
Level

The following table shows the evaluation criteria that apply to each SEAL
– depending on the TOE.

x

SEAL-3



x

x

SEAL-4



x

x

x

x

SEAL-5



x

x

x

x

x

x

Table 2: Certification levels for IT systems
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x

SEAL-2

x

Change Management

Source Code Analysis

Vulnerability Analysis &
Penetration Tests

Operating Rules

Development Process

Architecture and Design

Technical Security
Requirements

Certifiable

Security Assurance
Level
SEAL-1

x

SEAL-3



x

x

x

SEAL-4



x

x

x

x

x

x

SEAL-5



x

x

x

x

x

x

x

x

Table 3: Certification levels for IT products
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1.4

Project Sequence

A project that has been ordered starts with a workshop or kick -off
meeting. In this meeting, the evaluation criteria are discussed, and the
Target of Evaluation (TOE) is specified and considered in detail. In
addition, the evaluation sequence is coordinated with the client.
The technical security requirements already determined by the customer
are compared with the TÜViT security requirements and if necessary
augmented and documented. If the customer has not yet determined any
technical security requirements, these are developed in a separate
workshop if necessary.

Figure 2: Project sequence
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Following determination of the security requirements, the TOE are
assessed against the relevant evaluation criteria on the agreed dates.
The time needed for evaluation, in particular for the technical tests,
depends on the specific TOE to be certified. It may be that the evaluation
includes verification of examinations already carried out by the customer
alongside the TÜViT tests.
Following the testing, the findings are compared with the defined security
requirements and evaluated. A detailed evaluation report for the customer
summarizes the results of the evaluation and security analysis. The report
documents the findings gained in the course of the examination in the
form of conditions, recommendations and remarks, and states if any
corrective actions are necessary. If all the test criteria and the technical
security requirements are fulfilled, a certificate is issued which entitles the
holder to make use of the corresponding test mark.
Experience of previous certification processes following the scheme of
the Security Qualification SQ indicates that the average duration of an
evaluation is around 4 months; calculated from the request for offer to
issue of the certificate. TÜViT places great emphasis on close
cooperation with the customer in order to ensure that the project runs
rapidly and smoothly.
1.5

Certificate and Test Mark

Based on the evaluation criteria for Trusted Site Security / Trusted
Product Security, a certificate can be issued for the tested TOE if all
requirements and evaluation criteria are fulfilled. The certificate entitles
the holder to make use of the Trusted Site Securit y or Trusted Product
Security test mark. A summary of the evaluation criteria is printed on the
reverse of the certificate. The certificate is valid for two years and can
also be extended by a re-certification or an additional enhanced security
service. The test mark can be used both on the website and on the
brochures and packaging of the client. In the same way, the test mark and
the certificate are published on the www.tuvit.de site. The customer is
naturally entitled to request that the mark is not published on this site, if
he wishes.
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Figure 3: Example of certificate
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2

Evaluation Criteria

In order to determine the security-related properties, the list of
requirements includes evaluation criteria which are suitably tailored in an
appropriate manner to the TOE to be certified. The relevant evaluation
criteria are selected by the certification body and the evaluator in
cooperation with the customer. The following evaluation criteria can be
applied to IT systems and IT products:

Figure 4: Evaluation criteria
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2.1

Technical Security Requirements

The security requirements that are applied must be suitably defined as
well as capable of being evaluated and must also be appropriate to the
final use of the IT system or IT product. It is possible to refer to existing
protection profiles when formulating the requirements.
2.2

Architecture and Design

An assessment is carried out to establish if sufficient information for the
evaluation is available regarding the IT system or IT product with regard
to its components, interfaces, security functionalities and interdependencies. In addition, the architecture is evaluated with regard to its
suitability for the intended application. In-depth understanding of the IT
system or IT products is also a prerequisite for the planning of effective
vulnerability analysis and penetration tests.
2.3

Development Process

Tools and methods for the avoidance of security risks can be used during
the development of an IT product. In this stage of the assessment, it is
evaluated if and to what extent these tools and methods were used in the
system or product examined.
2.4

Installation and Operation

Employing these evaluation criteria for evaluation it is examined if
documented procedures for the installation and operation of the IT system
are appropriate and current as well as also truly implemented in practice.
2.5

Operating Rules

Using these evaluation criteria it is analyzed, if the documented rules for
the IT product are appropriate for the IT product and also up -to-date.
2.6

Vulnerability Analysis & Penetration Tests

The IT system or IT product to be examined may not contain any known
or generic vulnerabilities. Furthermore the technical security requirements
are approved.
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2.7

Source Code Analysis

Even if the work is done carefully and conscientiously, errors and
potential weakness can occur during development and implementation of
IT products. The purpose of this evaluation criterion is to identify such
weaknesses and evaluate the ability of the source code to resist well
known attacks. In addition, further ideas should be developed for more indepth security tests. The source code analysis can therefore be
understood as supplementary to the vulnerability analysis and penetration
tests.
2.8

Change Management

Ongoing, security-orientated maintenance of the system or product should
be ensured over the entire lifetime through the establishment and
implementation of a suitable change management system.
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3

About TÜViT

TÜV Informationstechnik GmbH (TÜViT) was founded in 1995 and is a
company of TÜV NORD GROUP, which is one of the largest technical
service providers with more than 10,000 employees and business
activities in 70 countries worldwide.
TÜViT is one of the leading testing service providers for IT security and is
completely focused on security in information technology. Many
international companies already benefit from TÜViT-tested security. The
Company focuses on subjects such as cyber security, hardware and
software evaluation, IoT, data protection audits, evaluation of information
security management systems in accordance with ISO/IEC 27001, sm art
energy, mobile security, automotive security as well as eID and trust
service providers. In addition, TÜViT audits and certifies data centers with
regard to their physical security and high availability.
TÜViT participates actively in developing the state of technology in
national and international research projects and committees.
TÜViT meets its customers’ high expectations with an active and
responsive quality and environmental management system certified
according to ISO 9001:2015 respectively ISO 14001:2015.
Numerous accreditations and approvals by national and international
organisations and public authorities prove TÜViT's competence in testing
and certification.
German Federal Office for Information Security


Recognition persuant to § 9 (3) BSIG for conducting evaluations
according to ITSEC/ITSEM/CC/CEM



Recognition persuant to § 9 (3) BSIG for conducting evaluations
according to BSI-TR 01201, BSI-TR 03105 Teil 3 und Teil 5, BSI-TR
03121, BSI-TR 03132 und BSI-TR 03133



Certified IT Security Service Provider in the specified scope of
application IS-Revision and IS-Consulting, Penetrationtesting



Licensed auditors for IT-Grundschutz and ISO/IEC 27001 on the basis
of IT-Grundschutz



Licensed auditors for De-Mail
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German Accreditation Body


Testing Laboratory for IT Quality: Competence for evaluations in
the field of IT Ergonomics and IT Security, accredited according to
DIN EN ISO/IEC 17025


Evaluation Body for IT Security: Accreditation for evaluations
according to CC/CEM/ITSEC/ITSEM



Evaluation Body for IT Usability: Accreditation for evaluations
according to DIN EN ISO 9241-110, DIN EN ISO 9241-11,
ISO/IEC 25051, DIN EN ISO 13407 and ISO 9241-210



Certification Body: Competence for certifications of products in the
field of IT Security (ITSEC, Common Criteria, ETSI EN 319 401 / 319
411-1 / 319 411-2 / 319 421, ETSI TS 101 456 / 102 042 / 102 023,
DIN EN 50518-1:2014 / -2:2014 / -3:2014), accredited according to
DIN EN ISO/IEC 17065:2013



Certification Body: Competence for certifications of products,
processes and services in accordance with EN ISO/IEC 17065:2013
and ETSI EN 319 403 V2.2.2 in the scope qualified trust service
providers and the qualified trust services provided by them in the
scope of application REGULATION (EU) No 910/2014 (eI DAS)

German Federal Network Agency


Confirmation Body according to Signatures Act/Signatures Ordinance
for the confirmation of products for qualified electronic signatures



Confirmation Body according to Signatures Act/Signatures Ordinance
for the confirmation of the implementation of security concepts for
certification service providers

German Banking Industry Committee


Listed Testing Body for Electronic Payment Transactions

Independent Center for Privacy Protection Schleswig-Holstein


Test Center for Privacy (legal/technical)
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Information-technology Promotion Agency, Japan


IT Security Evaluation Facility: Competence for evaluations
according to CC/CEM

National Institute of Technology and Evaluation, Japan


Evaluation Body for IT Security: Accreditation accor ding to
DIN EN ISO/IEC 17025 in the field of IT / Common Criteria
evaluations (Lab Code: ASNITE0019T)

National Institute of Standards and Technology, USA
National Voluntary Laboratory Accreditation Program, USA


Evaluation Body for IT Security (NVLAP Lab Code: 200636-0) for
Cryptographic Module Testing (scopes 17BCS, 17CAV/01,
17CMH1/01, 17CMH1/02, 17CMH2/01, 17CMH2/02, 17CMS1/01,
17CMS1/02, 17CMS2/01, 17CMS2/02) and Biometrics Testing

Europay, MasterCard and Visa, USA/United Kingdom/Japan


Full Service Laboratory for evaluations of ICs and IC cards
according to EMVCo Security Guidelines



Modular Label Auditor

Visa, USA


Test House for performing Visa Chip Product security evaluations

MasterCard, United Kingdom


Accredited to perform CAST (Compliance Assessment and Security
Testing) evaluations

Betaalvereniging Nederland, The Netherlands


Evaluation Laboratory
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4

Glossary

Evaluation

Determination of one or more security-related features
of a Target of Evaluation in accordance with a
specified evaluation procedure.

Evaluator

Person who performs an evaluation.

Target of Evaluation

System or product for which a evaluation is to be

(TOE)

carried out.

Evaluation

An established method of carrying out a n evaluation in

procedure

accordance with specified rules and regulations and a
prescribed evaluation methodology.

Evaluation

A systematic procedure determining the properties of a

methodology

Target of Evaluation.

Regulations and

Normative

standards

standards, technical specifications and best practices

documents

such

as

legal

regulations,

defining suitable security requirements for the Target
of Evaluation.
Evaluation report

Contains the results of an evaluation. Basis for the
decision on certification.

Customer

A natural or legal person that issues TÜViT with an
evaluation order to certify a Target of Evaluation. In
this case equated with the operator of a system
(Trusted Site Security) or manufacturer of a product
(Trusted Product Security).

Protection profile

Additional lists of requirements specified by TÜViT or
another party for particular Targets of Evaluation,
which are supplementary to this document.
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Contact

Dipl.-Ing. Christian Freckmann
Head of Business Security & Privacy
TÜV Informationstechnik GmbH
TÜV NORD GROUP
Langemarckstrasse 20
45141 Essen, Germany
Tel.: +49 201 8999-608
Fax: +49 201 8999-666
c.freckmann@tuvit.de
www.tuvit.de

Dennis Schröder, M.Sc.
Product Manager Cyber Security Services
TÜV Informationstechnik GmbH
TÜV NORD GROUP
Langemarckstrasse 20
45141 Essen, Germany
Tel.: +49 201 8999-606
Fax: +49 201 8999-666
d.schroeder@tuvit.de
www.tuvit.de
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