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Summary of the requirements for the  
Security Qualification (SQ), version 9.0 
1 Technical security requirements 

Technical security requirements are defined based on recognized criteria, 
specifications or standards. The technical security requirements are free of internal 
contradictions and satisfy accepted security requirements. 

2 Documentation of the architecture 
For the qualification of the IT product and its application environment or of the IT 
system, appropriate descriptions of all necessary components are available. From 
these, the mutual utilization relationships and data flows as well as the fulfillment of 
security requirements can be recognized. 

3 User, administration and other operational documents 
Suitable manuals for installation, administration and usage are available. These 
particularly include notes on configuration of necessary system and product 
components as well as environmental measures and personnel responsibilities which 
satisfy the security requirements. 

4 Security of the components used 
All sub-components that implement security functionalities could be classified as 
trustworthy based on previously performed formal evaluations and/or publicly 
accessible information. 

5 Means of system management 
Suitable configuration facilities as well as appropriate monitoring and logging 
guarantee the secure operational state. Tools used for system management are 
subject to the same security requirements as the IT product/IT system itself. 

6 Tests and inspections 
Comprehensive penetration testing and technical vulnerability analyses have been 
performed during testing. The vulnerabilities determined during testing and analyses 
have been rated according to their risk potential. 

7 Change management 
A concept for the planning and implementation of new configurations and the import of 
updates exists in order to adequately evaluate risks and their effects as well as to 
guarantee maintenance of the intended protective level. The concept describes the 
way in which changes may take place and how the documentation is adapted where 
necessary. 

8 IT systems: operational environment 
Suitable operational conditions exist. The personnel responsibilities and environmental 
conditions satisfy the security claim of the IT system. 

9 Security analyses 
In a final analysis documented in the evaluation report the results of the previously 
listed evaluation aspects are compared to the security requirements. The result is that 
all security requirements have been met and the resulting residual risks are bearable. 


